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Abstract— An automated or automatic teller machine (ATM) 

also known as the automated banking machine. In this paper 

deals about how wireless industry’s creates tremendous growth 

and its impact in normal human banking activities. Nowadays 

more people use ATM without going to bank. More technologies 

involved in ATM with respect to wireless communication. The 

ATM was developed to facilitate cash availability to consumer 

(public) at any time.  The main objective of ATM is to provide 

availability of cash very fast. The customers are very conscious 

about their funds and they afraid to use the machines.  

Index Terms— ATM, Biometric System, Communication, 

Bluetooth, Zigbee, WiFi. 

I.  INTRODUCTION 

Communication is the exchange and flow of information and 

ideas from one person to another. It requires a sender, a 

message, a medium and a recipient. Sender and receiver 

exchanges the message through medium is called 

communication. [1] The communication process is complete 

once the receiver understands the senders message. 

Communicating with others have three steps: 

Message: First, information exists from the sender. 

Encoding : Next, a message is sent to a receiver in encrypted 

format (symbols or code). 

Decoding : Finally, the receiver decrypted the codes or 

symbols to original message. 

 
Fig. 1 Communication 

There are two types of communication 

 Wired communication[2] 

 Wireless communication[3] 

A.  Wired communication 

   Wired communication is the transmission of data through 

wires. Example: telephone networks, cable television or 

internet access. It uses serial port communication, mainline 

communication and ethernet communication. It make use of 

underground communication cables, electronic signal 

amplifiers inserted into connecting cables at specified points 

and terminal apparatus of various types, depending on the type 

of wired communication. [2] 

 
Fig. 2 wired communication 

Disadvantages 

i)cost: 

      In long distance communication more wires are needs. So 

cost is high and use complex structure. 

ii)Equipment portability: 

       wired technology is not portable. The units must be 

plugged into power outlets and network ports inorder to 

function. So installing new electrical outlets and 

reconfiguration network port structures. 

iii)Space: 

         wired technology products such a desktop computers 

take up more space. 

iv)Mobility: 

          Users are restricted in their work location when using 

wired products. 

v)Safety: 

          physical requirements of a wired technology products 

present some opportunities for damage. Cable can be 

damaged, it cause tripping hazards. 

vi)Power: 

          Wired units must have power to operate. Sometimes 

power cut is happen the work will be stop. 

So we are going to wireless communication. 
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 B. Wireless communication 

   Wireless communication involves the transmission of 

information over a distance without help of wires, cables or 

any other forms of electrical conductors. [4] Transmitting 

distance is not a issue in wireless communication. Television 

remote control is the example of few meter wireless 

communication.[5] Radio communication is the thousands of 

km wireless communication refer to  Rose Mary et al. 

 C. History of Wireless Communication 

   Momah Ego Nkiruka et al said that the first wireless 

networks transmitted information over line of sight distance. 

These early communication network replaced by telegraph 

network invented by Samuel morse in 1838 and later by the 

telephone. In 1895 after the telephone was invented , the radio 

communication was born. Radio was invented by Marconi, it 

transmits the information over 18 miles away with better 

quality and less power. [6]  Marconi was Grandfather of 

wireless communication. Early radio systems transmitted 

analog signals. Today most radio systems transmit digital 

signals. Later type of radio is called a packet radio and is 

characterized by bursty transmission. 

 Advantages of Wireless 

 To convey the information quickly at any distance. 

 Access the internet anywhere and anytime without 

having cables or wires. 

 It is cheaper to install and maintain. 

 

Fig. 3 wireless communication 

 D. ATM 

   ATM is stands for Automatic Teller Machine. It is an 

electronic banking outlet, which allows customers to complete 

basic transactions without the aid of a branch representation or 

tellers. It was invented by John shepherd-barron Donald 

Wetzel.ATM is used for users withdraw the amount at any 

time and any place without go to the bank. [7] 

There are two types of ATM 

 Basic ATM 

 Complex ATM 

   Basic ATM only allow the customer to withdraw money and 

receive report of the account’s balance. But complex ATM 

will allow deposits credit card payments and report of the 

account’s balance. To access the complex ATM only member 

of the bank are allowed. 

   ATM card is a plastic card that contains a unique card 

number and security information such as expiration date. It 

has a 4 digit PIN number for authentication.ATM card is 

inserted into ATM machine enter the Personal Identification 

Number(PIN) number, machine identifies the customer and 

complete the transaction. Central Processing Unit(CPU), 

magnetic card, crypto-processor, display device, function key 

buttons, record printer, vault these devices used in ATM 

centre. We can use ATM for train tickets, movie tickets, 

shopping mall, hospital, school. Most ATMs are connected to 

inter bank network enabling people to withdraw and deposit 

money from machines not belonging to the bank where they 

have their account. This is a convenience, especially for 

people who are travelling: it is possible to make withdrawals 

in places where one's bank has no branches, and even to 

withdraw local currency in a foreign country, often at a better 

exchange rate than would be available by changing cash.  

ATMs rely on Authorization of a Transaction by the card 

issuer or other authorizing institution via the communications 

network refer to Yingxu Wang et al. 

 

Fig. 4 ATM machine [8] 

Using wireless in ATM following reasons: 

 Cost saving 

 Reliability 

 Secure and fast transmission 

 Simple installation  

II. WIRELESS COMMUNICATION WITH RESPECT TO RANGE 

AND SPEED 

 In many ways the data transmission in wireless 

communication with respect to range and speed. 

 A. Infrared Ray(IR) 

   B. Jeffrey et al said that IR is Invisible Radiant energy.IR 

waves used to control the electrical applications through 

remote. It also used in industrial, scientific and medical 

application. [10] IR rays observe the changing blood flow in 

the skin and detect overheating of electrical appliances. 

 

Frequen
cy

•300GHZ

Range
•700nm-1mm

Speed
•115Kbps
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Fig. 5 infrared wireless communication 

Disadvantages 

 Invisible 

 Line of sight 

B. Ultra Wide Band(UWB) 

   It is used in short range and high speed 

communication.IEEE802.15.3a standard used in UWB. It is a 

wireless cable replacement of high speed serial bus such as 

USB. It is used multimedia applications such as audio and 

video delivery in home networking. [11] 

 

C. Bluetooth 

   Bluetooth is a wireless technology for exchanging data over 

short distances. It is also known as IEEE802.15.1 standard and 

invented by 1994 Telecom Vendor Ericcson. [12] It using 

UHF radio waves in the ISM band from 2.4GHZ.Frequency 

divided into 79 channels each has 1MHZ.Bluetooth uses 

personal area network. It was originally alternative to Rs-232 

data cables. Connect several devices ,it overcomes 

synchronization problems. It also replace the cables for 

computer peripherals such as mice, keyboard, joystick and 

printer. It uses radio technology called frequency hopping 

spread spectrum. Structure of Bluetooth has picconet and 

scatternet. Picconet has one master and seven slaves it 

communicate one to one or one to many. collection of 

picconet is scatternet, one slave act as master it control more 

slaves. [15] 

 

 
Fig. 6 Bluetooth communication 

Advantages 

 It is cheap and easy to install 

 It connect different devices 

Disadvantages 

 Use short distance only 

 Viruses transfer another device use of Bluetooth 

refer to B.A. Miller et al. 

 It can connect only two devices  

D. WiFi 

   WiFi stands for Wireless Fidelity include IEEE802.11a 

standard. It allows electronic devices to exchange data or 

connect to the internet .It uses LAN networks. Many devices 

can use WiFi for example personal computers, videogame 

consoles, smart phones.[14] 

Infrastructure has two service sets 

 Basic Service Set(BSS) 

 Independent Basic Service Set(IBSS) 

   IBSS is a set of station that communicate directly with each 

other without AP(Access Point).BSS has a AP, stations 

connected through that. One mobile terminal is connected to 

other mobile terminal through AP. [16]  WiFi uses 

DSSS(Direct Sequence Spread Spectrum) technique refer to 

Daniel Cams-Mus et al. 

 

 
Fig. 7 WiFi communication 

Advantages 

 It travel the signal over long distance. 

Disadvantages 

 Piggybacking refers to access a wireless internet 

connection by bringing one’s own computer with 

in the range of another’s wireless connection 

without subscriber knowledge. 

E. Zigbee 

   Zigbee is used for Personal Area Network(PAN) and based 

on IEEE 802.15.4 standard. It has low power refer to Yask 

Patel et al, battery life time high. It used mesh networks with 

no centralized control, it is able to reach all of devices. [19]  It 

requires low data rate applications and secure networking. 

Zigbee transmits the signal from input device or sensor. 

Applications include wireless switch, electrical meters with in 

home displays and monitoring and control applications is used 

PAN networks. [21] 

Freque
ncy

•3.1-10.6GHZ

Range
•10m

Speed
•110mbps

Freque
ncy

•2.4GHZ

Range
•10m

Speed
•1Mbps

Freque
ncy

•2.4GHZ,5GHZ

Range
•100m

Speed
•54mbps

International Journal of Applied Engineering Research, ISSN 0973-4562 Vol. 10 No.20 (2015)
© Research India Publications; http://www.ripublication.com/ijaer.htm

17043



IEEE Sponsored 2nd  International Conference on Innovations in Information,Embedded and Communication systems (ICIIECS)2015 

 

 
Fig. 8 Zigbee communication 

Advantages 

 Low power[20] 

 Long battery lifetime 

 Security for transaction 

Disadvantages 

 Short range communication 

F. WIMAX 

   Shagun Batra et al said that WIMAX acronym meaning 

World Wide Interoperability for Microwave Access. It is an IP 

based wireless broadband access technology utilizing IEEE 

802.16e standard. [17]  It will provide broadband connectivity 

anywhere, anytime for any device and on any network. It used 

for online gaming, streaming video and video conferencing. It 

is the next generation of wireless broadband instead of WiFi. 

It is most suitable for home users, office. Who want to use 

internet want to only one connection use this facility. 

customers have no phone line connection at the location also 

use WIMAX. It is used in 4G technology. [18] 

 

 
Fig. 9 WIMAX communication 

Advantages  

 High speed 

 More security 

 Set up and activation is easy 

Disadvantages 

 High cost 

 Power consuming 

 Data rate low 

 G. GSM 

   GSM stands for Global System for Mobile Communication 

is an open, digital cellular technology used for transmitting 

voice and data services.GSM developed by European 

Telecommunication Standard. It is a cellular network which 

connects number of cell phones  in a network. Users transmit 

the data in cellular network. It uses 30km Range, 9.6kbps 

Speed and 900MHZ Frequency range.
 
[22] 

   User call the one GSM number, first Mobile Switching 

Centre(MSC) receive call request and checks the authorized 

person or not. If it is analyze the number and initiates a call 

setup with  Public Switched Telephone Network(PSTN) and 

these call is established to corresponding user. So users placed 

anywhere to contact other’s by using GSM. [23] In emergency 

periods the GSM is very important. 

 

 
Fig. 10 GSM communication 

H. Sensors 

   Sensor is a wireless technology is used to monitor the 

environmental conditions such as temperature, pressure, sound 

and etc. Sensors convert a physical parameter to an electric 

output. Sensors measures small changes which is happened in 

the system with accuracy in measurement.  It sense all metals. 

The exact point at which a target will be detected by the type 

of metal, its size and surface area. [24]  It also used in smart 

grid technology to monitor and control the equipment 

conditions refer to S. Welsby et al. Any equipment has a fault, 

that is automatically detected by sensors.
 
[27]  Infrared sensors 

also used in counting the humans in many places. In airport 

and temples sensors used to check the luggages. In ATM 

centers they also use sensors for security purpose.
 
[25] 

Frequen
cy

•2.4GHZ

Range
•10-100m

Speed
•250Kbps

Frequenc
y

•2.5GHZ, 3.5GHZ

Range
•15km

Speed
•25kbps-2mbps

Frequenc
y

•900MHZ

Range
•30km

Speed
•9.6Kbps
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Fig. 11 sensor 

I. Scanner 

   Scanner is a device that scans images, printed text, 

handwriting or an object and converts it to a digital image. 

These scanners used in offices where the document is placed 

on a glass window for scanning. 3D scanners also used for 

industrial design. Modern scanners use a Charge Coupled 

Device(CCD) or a Contact Image Sensor(CIS). M. 

Aijaykumar  et al denoted that in ATM centre they also use 

the scanner for scanning the retina, image and fingerprint for 

more security. [28] Colour scanners typically read RGB(Red, 

Green, Blue) data from the array. Colour depth varies 

depending on the scanning array characteristics but is usually 

have atleast 24 bits. 

 
Fig. 12 scanner 

 COMPARISON FOR WIRELESS DEVICES RANGE, SPEED AND FREQUENCY[13] 

Type Range Speed Frequency 

Infrared ray 700nm-1mm 115kbps 300GHZ 

Ultra wide band 10m 110mbps 3.1-10.6GHZ 

Bluetooth 10m 1mbps 2.4GHZ 

WiFi 100m 54mbps 2.4GHZ, 5GHZ 

Zigbee 10-100m 250kbps 2.4GHZ 

WIMAX 15km 25kbps-2mbps 2.5GHZ, 3.5GHZ 

GSM 30km 9.6kbps 900MHZ 

III. TECHNOLOGIES INVOLVED IN ATM 

ATM has more technologies for security. [9] 

A. Encryption technology 

   ATM transactions are used in DES(Data Encryption 

Standard) algorithm for more security.
 
[31]  Because there are 

also many “Phantom withdrawals” from ATM’S.
 

[34]  

Criminals used fake machines, or fake keypads or card readers 

to access ATM machines.
 
[29]  These fake machines are used 

to record the customers PIN numbers and account details. So 

Ross Anderson implementing the encryption technology the 

original information is converted into coded format. These 

coded information only understand by receiver(ATM 

machine) not by criminals.DES algorithm used 56 bit key 

encrypt the original data refer to Shun Wong et al. So it is 

more secure.
 
[30] 

Disadvantages 

 Criminals apply the assumption method to decrypt 

and find PIN number. 

B. SMS technology 

S     SMS stands for Short Message Service. If any one uses the 

ATM card for withdraw money the information and account 

balance and time  is send to user’s mobile for security. The 

ATM card is missing or theft by third person, if he/she 

withdraw the amount means that information is send to user’s 

mobile. So we can identify the criminals very fast and these 

type of SMS technology is implemented by using GSM 

wireless technology. [26] 

Disadvantages 

 User’s only know the third person access their  

account. Withdrawing of money can’t be stopped. 

C. One Time Password technology 

   To secure the bank transactions from unauthorized person’s 

we use two factor authentication. Two factor authentication 

combines the use of PIN and One Time Password(OTP). [32]  

In two factor authentication the customer enter the card and 

PIN, if the PIN is validated the bank computer generates and 

sends an OTP to customer’s mobile via SMS. The customer 

enter the received OTP, if it is valid the customer is 

authenticated and transaction is permitted refer to U. 

Onwudebelu et al. In these method also GSM wireless 

technology is used .
 
[33] 

Disadvantages 

 Customer should use mobiles. 

 If customer forgot to take his mobile they can’t make 

transaction via ATM. 
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Fig. 13 OTP technology 

D. Biometrics technology in ATM 

   Navneet Sharma et al said that to protect the customer ATM 

card, there is a single PIN(password) but now a day it is no 

safe. There are more fraud and techniques  by which hackers 

hack the card and PIN number. So protect that transaction 

using biometric user authentications. [35]  Biometric is 

security for both customers and bankers. Customers insert the 

card and PIN, then access is grant to another security is 

biometric process. Using valid PIN and biometric process 

customers can access the ATM transaction process such as 

deposits, transfer, balance enquiries, cash withdrawl by using 

biometric technique. Customer can save the money, if card is 

taken by the third party they can’t make the transaction 

without biometric process.
 
[40] 

Some of the biometric techniques are : 

 Finger print scanning 

 Iris scanning 

 Face recognition 

 
Fig 14: fingerprint scanning[36] 

   Customer fingerprint stored in bank database at encrypted 

format. Scanner is available in ATM centre, it scans the users 

fingerprint. [37]  Customer first insert the card and PIN, if it is 

correct, next scanner scan the fingerprint pattern its compare 

to stored pattern in the database. Next scans the iris and 

face[38], it also compared to stored pattern in the database. If 

it is matched customer can access the transaction, otherwise 

no access will be provided. So unauthorized persons are not 

able to hack the account. In this biometric system technology 

is wireless scanner used for scanning iris[39], face and 

fingerprint. 

 
Fig. 15 face recognition 

Disadvantages 

   No biometric has yet been developed that is perfectly 

reliable or secure. For example, finger prints and palm prints 

are usually frayed; voice, signatures, hand shapes and iris 

images are easily forged; face recognition can be made 

difficult by occlusions. Biometrics, such as fingerprints and 

iris and face recognition can be are susceptible to spoofing 

attacks, that is, the biometric identifiers can be copied and 

used to create Artifacts that can deceive many currently 

available biometric devices  . 

E. Finger-vein Technology 

   The finger-vein is a promising biometric pattern for personal 

identification in terms of it security and convenience . 

Compared with other biometric traits, the finger-vein has the 

following advantages: (1) the vein is hidden inside the body 

and is mostly invisible to human eyes, so it is difficult to forge 

or steal. (2) The non-invasive and contactless capture of 

finger-veins ensures both convenience and hygiene for the 

user, and is thus more acceptable.  The finger-vein pattern can 

only be taken from a live body.
 
[41] 

   Finger-vein recognition algorithm contains two stages: the 

enrollment stage and the verification stage. Both stages start 

with finger-vein image pre-processing, which includes 

detection of the Region of Interest (ROI), image segmentation, 

alignment, and enhancement refer to P. Harsha et al. 

 
Fig. 16 The flow-chart of the finger vein  recognition algorithm 

IV. CONCLUSION 

   In this paper, we discussed about more wireless devices used 

in ATMs. Nowadays ATMs are used in user friendly manner 

and more technologies involved in ATM. Using wireless 

communication in ATM, it provide some advantages such as 

less cost, simple installation, reliability and fast transaction. 

But disadvantage is less security. So we have to involve in 

providing more technologies to improve the security system of 

ATM for our customers to have safe and secure ATM using in 

future. 
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